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Data governance is an emerging, cross functional management program that treats data as an enterprise asset.

A collection of corporate policies, standards, processes, people and technology essential to managing critical
data to a set of goals.

Maria Villar & Theresa Kushner

Data Governance Fundamentals

« Set of practical dan practice of
managing the availability,
usability, integrity and security of
the data in enterprise systems.

Includes standards, policies,
people, processes and
technologies needed to manage
and protect the company’'s data
assets




DATA
GOVERNAN

CE
DEFINED

Data governance is the organization and
implementation of policies, procedures, structure,
roles, and responsibilities which outline and
enforce rules of engagement, decision rights, and
accountabilities for the effective management of
information assets.

John Ladley

Data Governance for Business Leaders

Keyword:

Procedures structure roles
responsibilities rules

Decision rights
accountabilities



Data quality
Standardization
Consolidation
Compliance
Information utility
IM maturity
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Not a One Size Fits All
Program

» A Data Governance program is
tailored to match an organization’s
= Culture
" Information management maturity
= Priorities
" Management sponsorship



POLICY




What is Data
Governance

Policy?

A data governance policy is a documented set of
guidelines for ensuring that an organization's data and
Information assets are managed consistently and used

properly.

For example, a data governance policy formally outlines how data processing
and data management should be carried out to make sure that data is accurate,
consistent and accessible throughout an organization's systems

Source: https://www.techtarget.com



Data governance
committee or Data
governance council

Group work

Process coordinated by data governance
managers

The organization's data governance structure and
a set of governance rules and procedures for the
executive team, data stewards, data managers,
data analysts and researchers to follow.




D a ta « A data governance policy is a living

document:

G Ove r n a n Ce rFeIZ)(;i:I)Iti quickly modify it in

response to changing organization

P O ‘ | Cy or data needs




Types of data governance rules that a policy should

include

Data quality and
integrity

e The data
governance policy
should include
procedures for
managing data
guality and
integrity to
prevent data
errors,
inconsistencies
and other issues
and to find and fix
problems that do
occur.

e The governance
policy may
include role-
based access
controls with
different
accessibility
privileges for
separate groups
of users.

e Adata
governance policy
sets rules on
appropriate and
ethical uses of
data.

Data integration Data security.

e A data

¢ This involves rules
designed to
create common
data definitions
and avoid or
eliminate data
silos that are
isolated from the
rest of an
organization's
systems.

governance policy
typically also
addresses data
security and
privacy
protections,
including end-
user
responsibilities
for helping to
keep data secure.



Roles and
Responsibilities



DATA GOVERNANCE TEAM

A data governance manager heads a program
office that may also include data
architects and governance specialists.

DATA GOVERNANCE DATA STEWARDS
COUNCIL OR COMMITTEE Stewards oversee data
Typucally made up of sets and are in charge of
executives from all implementing governance
business units, it sets data policies and monitoring
policies and standards 110 compliance with them.

and resolves issues.
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CHIEF DATA OFFICER DATA QUALITY
CDOs often have overall ANALYSTS AND ENGINEERS
responsibility and They work with the
accountability for their 0110 1001 governance team and
organization's data data stewards to fix data
governance program. errors and track data
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quality metrics.

WHO'’S PART OF THE
PROGRAM ON DATA
GOVERNANCE?
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DG sponsors
Manager

Head of
Research

Researchers

Compliance
and risk officers
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> Data stewards

» Data governance management

Data Governance and People
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Data architects
Data modelers

Database analysts
and designers

Information
systems
management




Data Stewardship
IN Data
Governance

* Source:

* Wageningen University &
Research (WUR)- Data
Management Plan

* https://www.wur.nl/en/article/Da
ta-Stewardship-1.htm
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Data Stewardship and Data Governance

. % Policies @

Processes

MO llllll..’gffr__________
o

Organization Risk Management

Regulatory Compliance

DATA
GOVERNANCE

Data Quality

A role in data standards and policies

A role in defining and implementing
data controls

A role in monitoring compliance

A role in representing data domains
to enterprise data forums

17



Data Steward Roles

New role in data governance

Manages one or more domains of
data

Understanding the data
management processes that create
data

Responsible for quality and
management of data

Custodian of the data definitions



FOUR PILLARS
OF DATA GOVERNANCE

Data Data Master data Use
stewardship quality management cases

Data governance relies on data stewards to implement policies in organizations, a central goal
being better data quality. Often, a key element in data governance implementations is
master data management. Like data governance itself, MDM continues to encounter new
use cases as data use widens.

TechTarget



Role Definition

Data Executive Data Executives are members of the Senior Executive Group with strategic
planning and decision-making authority for the University’s data.

Data Guardian Data Guardians are senior leadership with high-level knowledge, expertise and
tactical decision making in data within their responsibility.

Data Steward Data Stewards are Staff responsible for data quality, implementation and
enforcement of data management within their organisational unit(s).

Data Specialist Data Specialists are business and technical subject matter experts. They are
typically Business or Information Technology specialists who provide ongoing
technical support as a part of their day-to-day role.

Data
Governance

Role High Level Definition

Role and
Responsibilities
Example

Strategic leadership, direction, priorities and
resourcing for University data initiatives.

Data
Executive

Strategic

Tactical leadership, direction and priorities for

data initiatives within the area of responsibility.
Tactical EYERATETLIET)]

Overall implementation of data management,
quality and protection through development of
Data Stewards local protocols, procedures, guidelines and

Operational
safeguards within the area of responsibility.

Business and technical subject matter experts
who provide ongoing technical support as a part
Technical Data Specialists of their day-to-day role.

Figure 1 — Hierarchy of Data Governance Roles & Responsibilities

Source: https://documents.uow.edu.au/content/groups/public/ @web/@gov/documents/doc/uow268801.pdf







The procedures in research data
governance

Planning: This involves defining the scope of the research, identifying the data that
needs to be collected, and creating a plan for data management and governance.

Data collection: This involves collecting data according to the plan, ensuring the data is
accurate, complete, and representative, and documenting the data collection process.

Data storage: This involves selecting an appropriate storage medium, ensuring the
data is secure and backed up regularly, and documenting the storage process.

Data analysis: This involves performing statistical analysis on the data, ensuring the
analysis is accurate and replicable, and documenting the analysis process.




The
procedures
INn research

data
governance

Share: Determine which data can be shared, with
whom, and under what conditions. Create a plan
for data sharing, including data access and use
agreements.

Preserve: Ensure the long-term preservation of the
data, including choosing an appropriate archival

format and ensuring the data remains accessible
and usable.

Dispose: Determine when and how the data will be
disposed of, and ensure that disposal is carried out
in accordance with legal and ethical requirements.




Throughout these procedures, it is important to
ensure that appropriate policies, standards, and
guidelines are in place to govern the
management and use of research data.

It IS also Important to ensure that researchers
are trained in the proper handling and
management of data, and that they adhere to the
policies and procedures put in place.



Policy vs
Procedures

Procedures generally reflect governance or operational
standards, provide a specific guide to decision making,
and explain how policies are put into effect.

But sometimes the governing ‘policy’ and the
‘orocedures’ are linked in a document, which will be

described as a ‘policy’.

For example, there may be the expectation that some
policies, such as those related to conflicts of interest,
will include the relevant procedures to be followed to
manage a conflict or potential conflict when it arises.




DATA GOVERNANCE FRAMEWORK

Data People &
Governance Organizational Bodies
Rules &
Rules of <
Engagement
i v
| 2
Processes Develop ) Prepare
a value a

staterment | Roadmap

Business / IT

Definition:

Data Governance is the exercise of decision making
and authority for data-related matters.

It's a system of decision rights and accountabilities
for information-related processes, executed
according to agreed upon models which describe
who can take what actions with what information

and under what circumstaces, using what methods.

e Data Rules and Definitions

Data
Stakeholders

Goals
Focus gfletrics/
uccess
Areas Measures

Funding

! = ~ | |

) Plan Design ’ Covern
! and ? the ' the
H Fund H Program i Data

Processes That Touc

Processes for governing how data
1. Aligning Policies, Requirements & Controls
2. Establishing Decision Rights

3. Establishing Accountability

4. Performing Stewardship

5. Managing Change

6. Defining Data

Monitor, Data Governance

Measure,
il Processes

Management

is used, and when, and by whom
7. Issue Resolution
8. Specifying Data Quality Requirements
9. Building Governance into Technology
710. Stakeholder Care and Support
1. Stakeholder Communications

12. Measuring and Reporting Value



1. Designating data stewards:

To create a data governance framework, an organization must define the people who
will be responsible for the data — the owners and custodians of its data assets. The

organization must decide which teams will handle which dat ‘ or
individuals are called data stewards.

2. Define standards and procedures:

D ATA The organization will then establish standards and procedures for how the

organization will manage its data, including storage, archiving, backup schedules and

GOVE R NAN CE security. These procedures will include rules for how authorized personnel should use
data. They'll also include controls and audit procedures to ensure compliance with

the organization’s data policies as well as applicable government regulations.
FRAMEWORK

3. Implement policies and procedures:

Once the organization has defined its data stewards and created an overall strategy
for managing its data, the various governance teams will decide how to implement
the policies and procedures. This includes choosing the technologies that will be
used to manage the data. The company should regularly review, update and improve
its data governance framework.

Ref : Data Governance Best Practices, https://consoltech.com/blog/data-governance-best-practices/




STEPS OF CREATING A DATA
GOVERNANCE FRAMEWORK

There are three main steps involved in
creating a data governance framework:

Designating
Data Stewards

Define Standards and
Procedures

Implement Policies
and Procedures



Cultural

LIBRARIES Change
SUPPORT

THE ENTIRE
RESEARCH
PROCESS

Develop Data Management

e | |Draries can raise

management

e awareness, provide
possibili
.0 tralnlng, open oOpensce
* Raise awareness and provide ‘ Provide a cer m'_'-'d
training about reuse requirements jository. Create adatacatalogue. Publish
( . Promo;e reuse with copyright and r e S e ar C ent with a machine-readable license.

contract management, and ppen APIs to provide access to library
through the use of Creative . es. Develop intelligent tools to au-
C O | | eCt I O n S to te metadata production and support
ata management during the entire
fe-cycle. Ensure that contracts with

Innovative research

Highlightyour
library’s successes and those of Open

Participate in projects and I I I et h O d S an d nce champions from across the com-

pilots to learn about next-

develop supportive
policies and
. infrastructures.

* Encourage researchers and students to use and in using high com}

Institutional Repositories for publishing * Develop infrastructures: |
« Provide training in Open Access publishing Repositories for publications and™
and the requirements of publishers ontologies and other tools to describe
content




Conclusion

Build your own expertise Be pioneering and thoughtful
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Open science needs
open mind.

Thank You



